PF%IVACY AND SECURITY ISSUES

Privacy Breach -
Can It Happen
To You?
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ardly a week goes
by that we don't
hear or read about
yet another privacy
breach or incident
involving identity theft. Last
month's high profile incident
involving the sale of a large
quantity of computer tapes
containing highly sensitive
personal health information by
the provincial government at a
public auction highlights once
again the importance of
properly managing sensitive
personal information. The
privacy breach had government
officials in major damage
control mode and scrambling to
explain how it could have hap-
pened and where things went
wrong. The incident serves as
a wake up call to businesses
and organizations that failure to
take proper precautions in the
handling of sensitive personal
information can result in
negative consequences.

Two valuable lessons can be
learned from the government's
blunder. One, is that most
privacy breaches involves some
element of human error or
carelessness. And two, it is vital
for businesses to have proper
policies and procedures in
place, and even more vital that
they are followed. Most
businesses are not well
prepared to deal with a privacy
breach. What if a dealership
discovered that some
computers containing personal
information were stolen during a
break-in in the middle of the
night? What if credit
information such as credit
reports on customers were
found in a dumpster and the
dealership receives a call from

a television or newspaper
reporter? Does the dealership
have a plan in place? What is
the first order of business?
What can the dealership do to
reduce the risk of having to face
such a situation? At the most
fundamental level, all staff from
the lot boy to the president
should have at least some
rudimentary training in proper
privacy and personal
information handling practices.
Some of these practices include
the following:

® Train staff on the
importance of privacy and
security.

® Never repeat out loud
personal information
especially in front of other
customers.

® Never release personal
information without first
verifying the person is
authorized to receive that
information.

® Limit access to information
on a need to know basis -
for example, are filing
cabinets where employee
records are kept accessible
to all employees? Who can
access payroll information?

® Files on deals in progress
should not be left in the
open at the end of the day.
If the dealership employ
cleaners or a janitorial
service, all files should be
locked up.

® All staff should know who is
the Privacy Officer for the
dealership and what his/her
responsibilities are.

@ Staff should be educated on

Continued on page 22

12 / May - June 2006




PRIVACY AND SECURITY ISSUES
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Phone: 1-888-882-6688
Fax: 1-888-727-6688

ichael Mason & Co. Ltd.
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Supplies & Graphics

DOWNLOAD OUR NEW CATALOGUE ONLINE

Key Tags - Custom Sales or Purchase Agreements - Consignment Forms - Buy-In Forms
Wholesale Buyer Forms - Appraisal Books - Traffic Logs - Decals - Licence Plate
Frames - Warranty Cases - Pens & Markers - Balloons - Banners
Pennants - Signs - Windshield Stickers - Screws - Floor Mats - Seat Covers
Dealer Plate Holders - Inventory Cards - Slim Jims - Flags - Service Decals
Lease Contracts - Auto Deodorizer - Custom Key Tags - Ad Plates - Name Plates
Large Format Digital Printing - Graphic Design - Custom Printing

For samples & information:
- TRY US —M
www.michaelmason.ca

830 Devonshire Road, Victoria, British Columbia, Canada, V9A 4T4
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A Law Enforcement System for Crime Control

Fighting Back on Auto Theft

Law enforcement agencies and custom officials report a shift in aulo theft from the theft of a vehicle for
resale to a much more lucrative crime, the theft of a vehicle for vehicle body parts.

IVIC, International VIN Information Centre”, evolved oul of the need to allow palice officers,
police aulo squads and cusloms officials and other law enforcement agencies the ability to ulilize the
Roy, Speed & Ross Ltd. patent pending website to aid in their daily challenges with automobile theft.

Roy, Speed & Ross Ltd. sile has real vehicle and ownership dala daling back len years with
millions of VIN's in our database.

Police officers can utilize the Roy, Speed & Ross Ltd. sile on vehicles left unaltended in parking lots,
verifying the true identity of the VIN and vehicle and the original ownership.

Police auto squads trace the DNA of the Protector Plus® branding label with an ultra-violet light and
utilize the Roy, Speed & Ross Ltd. site to verify the true identity of the VIN and ownership. Parts
identified with the Protector Plus® branding label provide auto squads real evidence (o trace back to
the original owner cracking down on professional crime rings.

Custom officials utilize the Protector Plus® police tracing number lo verify ownership on vehicles
crossing the border and vehicles shipped overseas.

Roy, Speed & Ross Ltd. is a pro-active company that is in contact with IMPACT ({Integrated
Municipal Provincial Auto Crime Team), |IAATI (International Association of Auta Theft Investigators) and
has formed relationships with many of the Provincial Auto Theft Teams in Canada lo assist in fighling
Canada's #1 crime.

To join the Registration Fee Program® featuring Protector Plus®, and the
IVIC Law Enforcement Program”, please call loday 1 888 291 9991.
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The Roy, Speed & Ross logo, Prolector Plus® logo, IVIC”, Registralion Fee Program*, The Registration Program’
Regislralion Fee®, Securily Fee. Securily Registration*, Aclivalion Program’. VIN Securily”, Proleclor Plus Registralion Progrant’,
Programme o Enregistrement* and Prolector Plus* are rademarks of Roy, Speed & Ross Lid. Websile Palent Pending.
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understanding the difference
between a recycling program
and a document shredding
program.

® \When in doubt, documents
should be shredded. This
includes even harmless
looking paperwork such as
fax cover sheets or e-mails.

® |Internal staff should not be
used to shred confidential
documents. Low level
employees who are most
likely to be assigned
shredding tasks are most
likely to be tempted to profit
from their access to sensitive
information.

® \When computers are
replaced, the dealership must
ensure that all hard drives are
either destroyed or
professionally erased.

Adopting sound privacy and
security practices must begin at
the top and involve everyone
throughout the organization. It is
important for senior management
to continually reinforce the
importance of privacy and set
good examples on a regular and
continuous basis. Although there
are no guarantees that a privacy
breach will not occur, adopting
some of the practices mentioned
in this article will go a long way
towards reducing that risk. [ |

Bailey Jung is the owner of Silver Bullet
Shredding, a locally owned

document destruction company.

Silver Bullet Shredding provides
secure, on-site document shredding
services to small and mid-sized
businesses. Contact: 604.708.4200 or
www.silverbulletshredding.com.
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